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Agile software development is the current dogma for the U.S. Depart- Agile Development Pre-Award

ment of Defense (DoD) software procurements and by 2018 nearly all Tips 5
DoD software development projects were declared to be “agile.” Agile Agile Development Post-Award

software development breaks development into smaller segments of work- Tips 10
ing functionality, which are iteratively provided to DoD users for feedback. Guidelines 12

However, this iterative user feedback can lead to providing proprietary
software to the DoD without clarity as to the DoD’s license right. Contrac-
tors and the DoD should mitigate this uncertainty or no man’s land of
license rights through use of an access agreement or Agile license
agreement.

While the method the DoD uses to develop software has changed, the
need for contractors to understand the Defense Federal Acquisition
Regulation Supplement (DFARS) computer software regulations has not.
Contractors that wish to grow and protect their DoD business must
understand how the DFARS regulations apply to Agile software develop-
ment to protect their proprietary software while also providing essential
capability to their DoD customers. This BrIEFING PapER provides a basic
background on Agile software development, a primer on the DFARS
licensing regulations, and then pre-award and post-award tips for protect-
ing proprietary software when performing Agile software development.

Software Development Methods: From Waterfall To
Agile

Starting in the 1980s, the DoD used the waterfall software development
method.? Under the waterfall method, the DoD specifies detailed and fixed
software requirements up front for the contractor to progress through an
orderly series of sequential stages: design, test, and deployment to the
DoD customer only upon completion.® Since the DoD does not get the
software until it is finished, the DoD would require significant Contract
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Data Requirements List (CDRL) deliverables to track
progress. Due to the fixed requirements and sequential
stages, the waterfall method assumes very few changes
during the entire software development lifecycle.* In
practice, since requirements are not always fully docu-
mented, understood, or even fixed, the waterfall method
resulted in significant changes to schedule, performance,
and cost.’

Understanding the problems associated with waterfall
helps set the stage for Agile. In contrast to the waterfall
method, the Agile software development method does
not assume the user can understand all the requirements
up front but rather assumes that change is constant.® Un-
like waterfall where the requirements are fixed, in the
Agile method, the schedule and cost are fixed and the
requirements are variable for each iteration.” The U.S.
Digital Service’s TechFAR Handbook defines Agile as
“a method of software development that is based on
iterative and incremental processes and collaboration
among a team.”® More specifically, the Agile method is
how the contractor develops software. Agile is defined
by four values and 12 principles.® The DoD Innovation
Board translated the Agile values to its own maxims in
the following chart:'

Agile value DIB maxim

Individuals and interactions over
processes and tools

“‘Competence trumps process’

Working software over comprehensive
documentation

“Minimize time from program launch to
deployment of simplest useful
functionality”

Customer collaboration over contract
negotiation

““Adopt a DevSecOps culture for
software systems”

Responding to change over following a ““Software programs should start small,
plan be iterative, and build on success - or be
terminated quickly”

At its core, the DoD has a desired high-level software
end-state and contracts for a collaborative and iterative
method without specifying the detailed requirements up

front. The high-level software vision is broken down
into small segments of functionality. The Agile team
then works on the lower-level software requirements
and receives frequent feedback from the DoD users. The
DoD user feedback is incorporated into the software
development to refine the requirement and improve the
software. This process is repeated for different function-
alities until the high-level software end-state is achieved.
There are different variations on the iterative develop-
ment and continuous feedback process."

Understanding the Agile method is complicated by
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buzzwords such as “product vision,” “sprints,” “user
stories,” and the “definition of done.” A frequent anal-
ogy to describe the Agile method is building a house.
The goal or “product vision” would be a single-family
home that provides shelter and comfort. In Agile, the
product vision is software that performs the functional-
ity needed by the user. Building a home is a large proj-
ect, which is composed of thousands of smaller tasks. In
Agile, the smallest user requirements are termed “user
stories,” which for the house could translate to a place
to store silverware such as a cabinet. Similarly, in Agile
development, the user story is the smallest user function-
ality such as getting the software to provide a notifica-
tion when a user checks out a document."® To accomplish
each user story requires a short cycle of work such as
planning the cabinets, installing the cabinets, and testing
that the cabinets open and close. In Agile, this is called a
“sprint,” which is a short unit of work focused on
completing a defined subset of functionality using
design, development, and testing to demonstrate the
software functionality was accomplished."

Finally, the family will want to have a shared under-
standing of when the cabinets are done, such as meeting
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the local county building code or acceptable quality like
closing evenly and softly. In Agile development, this is
the “definition of done” or an understood definition of
the actions for a given user story that must be
completed.' While the cabinets may meet the definition
of done, the family would not take delivery because the
rest of the house is not ready. The family would be able
to test the functioning of the cabinets and provide
feedback before the entire kitchen was installed. Con-
trast this with a waterfall development where the family
would need to specify the entire house from the very
beginning down to the soft-close cabinets but would be
unable to go into the house to check out the cabinets
until the entire house was done.

DFARS: Licenses, Types Of Software,
And Delivery

Agile software development may change the fre-
quency of user feedback, but it does not change the
DFARS rules for the DoD’s license rights in software.
DFARS Part 227 provides the prescriptive rules for DoD
license rights and DFARS Part 252 provides the solici-
tation provisions and contract clauses. There are three
key principles in the DFARS scheme: (1) the DoD
obtains a license instead of ownership; (2) license rights
are determined by the source of funds for development;
and (3) delivery is necessary for the DoD to exercise
license rights. Additionally, the DFARS treats noncom-
mercial and commercial software differently.

The DoD Does Not Own The Software

First, the DoD does not own any of the software
developed pursuant to the DFARS data rights clauses.®
This is true even if the DoD paid for every cent of
software development. The broadest right in the DFARS
is an unlimited license right, which allows the DoD to
share or disclose software “for any purpose whatsoever,
and to have or authorize others to do so.”'” However,
even with this broad license grant, this does not mean
the DoD owns the software. When consumers purchase
My Cousin Vinny on Prime video or on a DVD, they
obviously do not own all the intellectual property (IP)
for My Cousin Vinny but rather possess a license to
watch it. The same is true for the DoD’s license under
DFARS 227.7203-4(a), which provides a “Grant of
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license” and “[t]he contractor or licensor retains all
rights in the software or documentation not granted to
the Government.” Therefore, the DoD gets a license in
the software and the license scope determines what the
DoD can do with the software.

Development Funding Determines License
Rights

Second, the extent that DoD-funded development
determines its license rights in the noncommercial
software (NCS). The life cycle of an item starts with
conception, then proceeds through experimentation and

design and eventually production and support.'®

During
this process and potentially throughout, software is
developed. “Developed” under the DFARS means
whether someone skilled in the art can reasonably expect
the software or program to perform as intended.' This
does not require perfection, 100% completion, or even
ready for sale. Thus, a software program that is improv-
ing reliability in beta testing is likely already developed
under the DFARS even though it is not released to all
end users. In an Agile development effort where func-
tionality is broken down into smaller segments, each
subroutine or functionality will be developed before
completion of the entire software.

Importantly, determining who funded development
occurs at “the lowest practicable segregable portion of
the software.”® This means finding the smallest portion
of functionality (e.g., a subroutine) and seeing whose
funds paid to develop that functionality. As one com-
mentator put it, determining funding at the lowest level
makes sense because that is how development happens.?*
“A new rocket engine, for example, does not spring fully
developed out of the mind of a developer, nor does

software . . .. Development does not occur all at once,

but rather at these discrete segregable levels.”?

A common misconception is license right assertions
based on the total amount paid rather than considering
what the funding paid for. For example, while the DoD
may have paid billions to develop the P-8 reconnais-
sance aircraft, the contractor may have exclusively paid
$50,000 to develop the pilot’s rotating seat. When look-
ing at it from a high level, the DoD paid a substantially
higher sum for development of the P-8 but that does not
mean the DoD has unlimited rights in the entire P-8 or
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the contractor’s rotating seat design. The key is analyz-
ing the funds used for each area of development and not
focusing on the total amount paid for development.

Once development funding is determined at the low-
est segregable level, the DFARS NCS clause, DFARS
252.227-7014, establishes four Government licenses for
NCS: (1) unlimited rights; (2) Government purpose
rights; (3) restricted rights; and (4) specifically negoti-
ated license rights. The DoD’s license is determined by
whether the Government exclusively, partially, or did
not fund development at the lowest segregable level.

Source of Funds at the Lowest Level Government License Rights

Developed Exclusively at Private

Expense Restricted/Limited Rights

Developed with Mixed Funding Government Purpose Rights

Developed Exclusively at Government

Expense Unlimited Rights

Negotiated Specially Negotiated Rights

Delivery Is Necessary For DoD To Exercise
License Rights

Third, the DoD needs delivery pursuant to a CDRL to
exercise its license rights. This is because the DFARS
rules separate the acquisition of license rights in soft-
ware from the delivery of the software. This matches the
DFARS policy, which states that the “DoD policy is to
acquire only the computer software and computer
software documentation, and the rights in such software
or documentation, necessary to satisfy agency needs.”?
While the Government may have paid for development
and have a license right in the NCS, if the Government
does not have the NCS to exercise its license, its rights

are described as “inchoate” or incomplete.?*

The Government realizes or can exercise its license
rights upon delivery of the software. Contractors deliver
software pursuant to express contract terms in exchange
for money or other consideration. If the contract does
not require delivery of the software, then it is not part of
the bargain.?® The contractor does not include delivery
in its price and the contractor does not deliver the
software to the DoD. This results in situations where the
DoD may have a license right in software without
delivery of the same software. The DFARS deferred
ordering clause, DFARS 252.227-7027, helps exhibit
the concept. When there is no requirement for delivery,
this clause provides the Government the opportunity to
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order delivery but “the Contractor shall be compensated

for. . . reproduction and delivery.”?®

The Government is required by the DFARS and DoD
policy to require delivery to exercise its license rights.
DFARS 227.7203-1 mandates that solicitations and
contracts “shall” “[s]pecify the computer software or
computer software documentation to be delivered under
a contract and the delivery schedules for the software or
documentation.” 2 The DFARS policy also requires sep-
arate contract line item numbers (CLINs) for computer
software delivery so contractors can price it.?® DoD’s
recent data rights instruction describes the delivery
requirement as a “core principle[]” stating:

Clearly identify and match data deliverables with the

license rights in those deliverables. Data or software

deliverables are of no value unless and until the license

rights to use it are attached, and the U.S. Government
actually obtains and accepts those deliverables.?®

The DoD uses CDRLs to specify data delivery
requirements. A CDRL is a standard format for identify-
ing potential data requirements in a solicitation and
deliverable data requirements in a contract.®® DFARS
215.470(b) instructs: “When data are required to be
delivered under a contract, include DD Form 1423,
Contract Data Requirements List, in the solicitation.”
The DoD policy requires the use of a CDRL by stating:
“The CDRL provides a contractual method to direct the
contractor to prepare and deliver data that meets specific
approval and acceptance criteria.”®' CDRLs provide
critical terms to remove ambiguity. The CDRL incorpo-
rates a Data Item Description (DID) that describes the
content, format, and intended use of data.’? Block 4 of
the CDRL provides the DID code that can be used to re-
trieve the full document on the Defense Logistics
Agency’s (DLA’s) website.*® Without a CDRL, the
contract may not include critical details of the require-
ment and contain an ambiguous term such as “deliver
developed software.” However, this creates a significant
ambiguity as to what constitutes the required software
or version, the scope of the software (object versus
source code), the format, and many other details critical
to reaching a meeting of the minds.

Putting it all together, in an Agile development effort,
to exercise license rights defined in DFARS 252.227-
7014, the DoD needs delivery of the NCS pursuant to a
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CDRL. The Agile method changes the process for
developing software, but it does not change the DFARS
Part 227 prescriptions, DFARS Part 252 clauses, the
DoD policy, or the necessity for delivery of NCS via a
CDRL. However, for Agile development efforts under
DoD’s other transactions authority,® the DFARS are
inapplicable, permitting the DoD and the performer to
negotiate license rights under the agreement from
scratch.

Commercial computer software has different DFARS
rules than NCS. However, if the commercial software
on its own satisfies the DoD’s needs, the DoD would not
need the Agile method to develop software that already
exists. Thus, it is likely to form a part of the develop-
ment due to the quality of commercial software and
prevalence. The DFARS does not provide a specific
contract clause governing the Government’s rights in
commercial computer software.? Rather, the DFARS
instructs the DoD personnel to acquire commercial com-
puter software “under the licenses customarily provided
to the public unless such licenses are inconsistent with
Federal procurement law or do not otherwise satisfy user
needs.”®® Because the standard commercial license is
typically written by the developer to benefit that devel-
oper, they are almost always more protective of the
developer’s proprietary software than either the unlim-
ited rights or Government purpose rights license.*” The
limit is that a commercial license cannot contain terms
inconsistent with federal procurement law.®

If the Government needs a greater license than what
is “customarily provided to the public,” the DoD can
negotiate with the contractor to obtain greater license
rights.®® There is a clear policy preference for the DoD
to fulfill its requirements with commercial products.*
Additionally, contractors should seek to classify their
software as commercial to the greatest extent possible to
reap the benefits of writing their own license as opposed
to the DFARS required license terms.

Open Source Software (OSS) may also be used in a
DoD Agile software development project. OSS is “soft-
ware for which the human-readable source code is avail-
able for use, study, re-use, modification, enhancement,
and re-distribution by the users of such software.”*
Nearly all OSS is commercial computer software be-

cause if it has at least one non-Governmental use and is
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licensed to the public, it is commercial software.*> What
makes OSS unique is that it is publicly available. Some
OSS license terms require as a condition of the license
that the derivative work is also made available to the
public at no charge. These “viral” clauses can cause is-
sues for DoD and contractors through public disclosure
of any derivative work using the OSS. Therefore, the
OSS license terms should be carefully evaluated before
creating derivative software from it.

Agile Development Pre-Award Tips

Protecting a company’s proprietary software starts at
development even before a solicitation is released. The
following provides pre-award practical considerations
for protecting company proprietary software for an Ag-
ile development solicitation.

Negotiating Access To Remove The Need For
CDRLs

In an Agile development effort, the Contractor pro-
vides a DoD user source code or software artifacts so
the user can provide feedback. Often, the contractor
provides the DoD user the software, which was not
required by a CDRL. The DoD’s license rights are
unclear, and the exchange may occur outside the DFARS
structure. Since there was no required CDRL delivery,
there is no DFARS 252.227-7017 assertion intended to
provide notice of any restrictions before award.*® The
contractor may place a proprietary company marking on
the source code while the DoD asserts that it exclusively
paid for development and has unlimited rights to share
the source code with whoever it pleases. This impend-
ing dispute could happen hundreds of times over the
course of an Agile development effort. This potential
dispute is unnecessary and avoidable. The DoD and the
contractor should negotiate an access agreement or an
Agile license agreement providing clear terms for the
DoD’s use of source code or software artifacts it gains
access to during the contract.

DFARS Case 2018-D018: Alternatives To
Formal CDRL Deliveries

The DoD proposed a change to the DFARS and the
DFARS Procedures, Guidance, and Information (PGI)
to implement § 871 of the National Defense Authoriza-
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tion Act for Fiscal Year 2018, Pub. L. No. 115-91.* This
proposed change seeks to improve DoD planning and
negotiation of software deliverables and license rights
before contract award through several “alternatives to
the delivery of source code and related software design
details.” One major alternative is providing the DoD
access to the software rather than a formal delivery. The
proposed DFARS PGI states:

(C) For each technical data or computer software
requirement, the requiring activity must determine
whether the Government’s needs can be better satisfied
through access or formal delivery of the technical data or
software (e.g., physical or electronic transfer of the data
into Government custody). The Government should
consider access to technical data or software when—

(1) The delivery of technical data or software is not
cost-effective or feasible for technical, legal, or contrac-
tual reasons; and

(2) Access meets the Government’s needs for such
technical data or software throughout the life-cycle of
the program.*®

This proposed DFARS change provides valuable op-
tions to DoD personnel to find creative solutions to com-
puter software licensing issues. However, the DoD and
contractors do not need to wait until finalization of the
DFARS change to implement Congress’ 2018
authorization.

Access Agreements Remove Uncertainty And
Foster Collaboration

An “access agreement” is a negotiated agreement be-
tween the DoD and contractor whereby the contractor
provides some form of access to technical data or com-
puter software stored within a contractor-controlled
repository or facility.*” The scope of DoD access is
subject to negotiation but the agreement can permit the
“Government to view, print, download, annotate,
modify, or make derivatives of technical data or com-
puter software” and should be incorporated into the
contract.*®

An Agile development effort generates significant
software artifacts, and a repository can serve as a
centralized storage location that controls access and ver-
sions of software. However, since the DoD may need to
view the software or software artifacts to provide
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feedback, the DoD and the future contractor can negoti-
ate the DoD’s access to the contractor’s repository. This
access agreement will mitigate the need to develop
hundreds of CDRLs for iterative data the DoD does not
need and may become obsolete. The agreement can also
provide certainty and limits on the DoDs use for when
the DoD user provides feedback during the contract.

The access agreement can set forth what artifacts or
software the DoD can access, how the DoD can access
the software, what the DoD can do with the software ac-
cessed, limits on derivative work, and the duration of
the access pursuant to contract. The DoD and the con-
tractor can negotiate tailored license rights that fit the
project and appropriately limits the DoD’s ability to dis-
close the data it has access to. The access agreement
provides set limited license rights to a defined set of data
that is incorporated into the contract. The DoD must fol-
low the set license or run afoul of the Trade Secrets Act.*
Critically, the access agreement should define that ac-
cess is not delivery under the contract and the contractor
should mark the accessed data with a company propri-
etary marking rather than a DFARS legend to distinguish
between data the DoD accesses and data that is delivered
under the DFARS.

For instance, a contractor could negotiate a license
that provides the DoD broad access to view but not
download artifacts within the repository for feedback
purposes for the duration of the contract. Using an ac-
cess agreement can facilitate collaboration while also
satisfying the DFARS policy of the DoD only acquiring

rights “necessary to satisfy agency needs.”*

Using An Agile License Agreement Can Clarify
DoD License Rights

During an Agile software development effort, the
DoD may not need CDRL deliveries of each iterative
piece of source code if the user has access to provide
feedback. The DoD may have its own repository for
continuous integration and continuous delivery but may
not want to specify a CDRL delivery for every single
iteration of code. Moreover, the DoD Agile guidance
contemplates saving administrative effort and cost
through reduced CDRLs because the DoD receives “ev-
idence of performance in the form of working
software.”® However, without an agreement defining
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the DoD’s license rights, there could be disputes about
the DoD’s ability to use or disclose software artifacts it
receives outside of a CDRL during development. More-
over, due to the speed of Agile development, customer
relationships, or employee training, a contractor risks
failing to mark the software artifacts provided to the
DoD, which may result in dissemination beyond what
was intended.

An Agile license agreement can provide a negotiated
solution for a wide swath of designated software or even
de facto license rights for not yet identified software or
software artifacts the DoD receives access to outside of
a CDRL delivery. The agreement can define the Govern-
ment’s use, disclosure (e.g., no disclosure or a limited
group of other contractors on the project), rights in de-
rivative work, return or destruction of accessed software,
and even include a set marking to distinguish from the
DFARS legends. Critically, the Agile license agreement
can remove uncertainty and foster collaboration with
the Government and contractor. These clear negotiated
terms can be incorporated into the contract to provide a
meeting of the minds on license rights.

In the event a contractor does not enter into an Agile
license agreement, at a minimum, a contractor should
conspicuously place the company proprietary markings
on the software provided to the Government outside of a
CDRL. A base marking subject to further company
customization can include the following:

Information contained herein was not delivered under
the DFARS 252.227-7013, DFARS 252.227-7014, a
Contract Data Requirements List, or under any term in
any contract with the U.S. Government. Additionally,
the information contained herein is proprietary to Com-
pany A, is submitted in confidence, and is privileged and
exempt from disclosure by the U.S. Government under
paragraph (b) of the Freedom of Information Act (5
U.S.C. § 552) and subject to 18 U.S.C. § 1905).

Failure to mark the software might result in the
giveaway of the company’s proprietary rights to the
DoD and third parties, which can happen in an instant.
First, the marking limits the DoD’s ability to disclose
the software. Second, the marking can help protect the
likely trade secret and/or copyright status of the
software. Third, the marking should not be a DFARS
legend since the software was not delivered pursuant to
a CDRL and the contractor marking should state it was
not delivered under the contract.
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The DoD may not have funded any portion of devel-
opment, have no CDRL requirement, and is entitled to
restricted license rights. However, the DoD may request
receipt of the data as part of a definition of done or just
to check that the code works. An Agile license agree-
ment can remove the ambiguity regarding the DoD’s
license rights in the software when it receives the
software. This can help mitigate potential miscom-
munications, unauthorized uses, or extra contractual
agreements. Moreover, it serves the DOD goal of provid-
ing notice to the parties of the license rights early in the
process. Contractors also benefit from the certainty,
protection of their proprietary software, and open col-
laboration within set license right ground rules.

Understand Nonstandard Clauses That May
Affect The License Grant

The FAR and DFARS clauses are considered stan-
dard because they went through the regulatory notice
and comment process. However, a solicitation is not
limited to FAR and DFARS clauses. Offerors should
carefully review an Agile solicitation for any nonstan-
dard or special clauses that may affect the contractor’s
license grant to the DoD. Three common areas where
solicitations may contain special contract terms are the
definition of done, commercial software clauses, and
requirements for a minimum license grant.

First, an Agile software development solicitation may
provide a definition of done. This definition of done
defines the documentation for user stories, acceptance
criteria, code quality, and standards compliance.®?
Contractors should carefully evaluate the definition of
done term to determine the relation to a CDRL delivery,
which is necessary for the DoD to exercise its DFARS
license rights for NCS. The definition of done term may
operate independently of CDRLs or may include a
CDRL delivery for the definition of done. If the defini-
tion of done term is tied to a CDRL, contractors need to
assert DFARS 252.227-7017 restrictions, mark all defi-
nition of done deliveries with DFARS legends, and price
this iterative CDRL delivery requirement. Additionally,
the CDRL DID should align with the definition of done
such as defining the same content requirements to meet
the definition of done.

If the definition of done is not associated with a
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CDRL delivery, the DoD is creating uncertain license
rights, if any, in viewing the software to determine if it
meets the definition of done. A contractor may want to
propose an Agile license agreement to provide certainty
and limitations to the DoD’s license right as part of the
definition of done. There is no bright-line rule that the
definition of done requires a CDRL delivery or not,
which is why it is so important for offerors to carefully
evaluate the definition of done term and provide feed-
back on the solicitation when provided an opportunity.

Second, the solicitation may include a custom provi-
sion or clause governing commercial software since the
DFARS provides for relying on commercial terms avail-
able to the public rather than prescribing a DFARS
clause.® Depending on the DoD program needs, the so-
licitation may request to review the commercial license
agreement, notice of all the planned use of commercial
software, or adapting DFARS 252.227-7017 to provide
assertions for the commercial software. In a situation
adapting the DFARS 252.227-7017 clause, a contractor
would want to assert its restrictions but also provide the
DoD’s license grant in the commercial license terms.
While DFARS 252.227-7014 limits the situations in
which an offeror would be able to make new assertions
after award, the restrictions in this clause would be inap-
plicable to commercial software so a contractor could
provide new assertions after award.

Critically, there may be language in the solicitation
that impacts an offeror’s ability to receive award for
commercial software license terms that the DoD inter-
prets as contravening federal procurement law.** While
the exact terms that contravene federal procurement law
do not have a DoD-wide definition, general areas include
disputes clauses using state courts or arbitration as op-
posed to the Armed Services Board of Contract Appeals
or U.S. Court of Federal Claims, automatic renewal or
indemnity clauses that may violate the Anti-Deficiency
Act, and payment clauses that conflict with the Prompt
Payment Act to name a few. Offerors need to carefully
dissect special clauses regarding commercial software
license rights to protect the commercial software from
inadvertent license grants.

Finally, an Agile solicitation may include a contract
clause requiring delivery of software with no less than
unlimited rights and elsewhere the solicitation requires
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unconditional assent to the terms and conditions of the
solicitation to be eligible for award. The DoD goal is to
only receive unlimited rights data for ease of administra-
tion and program sustainment. However, these terms go
against the DFARS policy to avoid discouraging offerors
from providing computer software with restricted
rights.® Second, this combination of terms may violate
10 U.S.C.A. § 3771(b)(8) or more specifically DFARS
227.7203-1(c), by requiring as a condition of award,
agreement to deliver unlimited license rights, when the
DoD may be entitled to less. The DoD and offerors are
better served without a bright-line term setting a mini-
mum threshold for the DoD’s license rights. For the
DoD, there is a risk of a pre-award protest. More likely,
the terms deprive the DoD of delivery of valuable
software with less than unlimited rights, such as Govern-
ment purpose or restricted rights software, which could
still satisfy the DoD’s mission. The clause is also
problematic for a contractor that spent valuable time
and resources developing the software. The contractor
may not want to grant the DoD the ability to share its
development achievements with competitors for
commercialization. As a result, the company may forgo
submitting a proposal, limiting one of the DoD’s prime
goals of competition and the company’s goal of growing
its business. Asking a timely solicitation question to
resolve the issue before proposal submission to correct
and highlight the term could result in an adjusted term

and increased competition.

Engage The DoD To Remove Unnecessary
Clauses, Requirements, And Agile BS

As the DoD attempts to shift its mindset toward Agile
software development, contractors and the DoD should
leverage collaborative aspects already available in the
acquisition process. The DoD can employ an Agile
mindset early by using draft solicitations for industry
feedback. Pre-solicitation feedback directly from indus-
try is not prohibited. Rather, it is encouraged. FAR
15.201 encourages exchanges of information to include
contract type, terms and conditions . . . statements of

work, and data requirements. The OFPP Myth-Busting

series provided:*®
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Misconception - “Agencies generally have already
determined their requirements and acquisition ap-
proach so our impact during the pre-RFP phase is
limited.”

4. Fact - Early and specific industry input is valuable.
Agencies generally spend a great deal of effort collect-
ing and analyzing information about capabilities
within the marketplace. The more specific you can be
about what works, what doesn’t, and how it can be
improved, the better.

The OFPP specifically advised agencies to issue a
draft solicitation to obtain comments and suggestions
from potential vendors on how to improve the
solicitation. It also busted another myth by stating:
“Simply providing suggestions and comments prior to
formal requirements development will not trigger an
organizational conflict of interest, as long as the vendor

is not then hired to develop the requirements.”*”

Industry should seize on the opportunity to provide
feedback on a DoD draft solicitation. For instance,
industry can identify CDRLs made obsolete by the Ag-
ile method.*® A Software Test Report CDRL, Data Item
Description DI-IPSC-81440A, may not be the most ef-
fective deliverable when the performance work state-
ment requires testing software configuration items as
part of a continuous integration continuous delivery with
instantaneous results. These CDRLs can slow and
detract from software development. The GAO Agile
guidance specified that “[d]ue to the anticipated close
and continuous work coordination between the govern-
ment and contractors, the number of formal deliveries
for contract data requirements list may be less than what
is collected for a traditional IT acquisition.”®® Offerors
can advise on other CDRL tweaks such as minimizing
the frequency of delivery to provide the DoD only the
code it needs and not the iterative and soon to be
obsolete versions. This early collaboration can result in
a solicitation focused on software development as op-
posed to redundant administration.

Industry can also advise the DoD on clauses pre-
award that are used inappropriately, limit competition,
or inapplicable to the acquisition. For instance, industry
should notify the DoD when it includes DFARS
252.227-7030, “Technical Data—Withholding of Pay-
ment,” and DFARS 252.246-7001, “Warranty of Data—
Basic,” that these clauses will only apply to technical
data and not computer software. Additionally, industry
can advise DoD on the appropriate use of DFARS
252.227-7026, “Deferred Delivery of Technical Data or
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Computer Software.” Rather than simply inserting the
clause into a solicitation without specifying the intended
data for deferred delivery, industry can advise the DoD
that it needs to identify the software or technical data for
which DoD is seeking deferred delivery. Additionally,
an appropriately structured deferred delivery clause can
limit industry from delivering software for which the
DoD does not need because the iterative Agile develop-
ment process resulted in improved versions of the code.

Offerors as the industry experts can provide valuable
redlines to the solicitation to make the solicitation a bet-
ter product for both parties. Offerors could identify a
proposed six-month sprint as too long or suggest correc-
tions to make a project Agile.®® Offerors can advise the
DoD of any outdated standards in the solicitation. Of-
ferors can also advise of any ambiguity in the solicita-
tion terms such as the relation of any special clauses to
CDRL requirements. Offerors can advise of missing
teams or technical expertise to accomplish the product
vision. If the DoD has an Agile framework attachment,
industry can provide feedback to improve it. Industry
input is critical to setting up a fair solicitation and suc-
cessful contract performance.

DoD is moving the requirement to plan IP strategies
earlier so DoD should engage industry, the entity whom
the DOD seeks a license from, as early in the process as
possible. As DoD shifts its mindset toward Agile, the
acquisition process can leverage the collaborative
aspects permitted by statute and regulation.

Effectively Use The Data Rights Assertions List

DFARS Part 227 requires early identification of any
software or software documentation to be delivered to
the DoD with restrictions on use.®' The DFARS 252.227-
7017 (Data Rights Assertion List) provision is completed
by the offeror and its subcontractors as part of the pro-
posal, to identify any computer software or computer
software documentation with restrictions on use, modifi-
cation, release, disclosure.®® Critically, the provision
only applies to data which will be delivered under the
contract.®® This list of contractor assertions on intended
delivered software is then incorporated into the

contract.®

In an Agile development solicitation, appropriately
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completing the DFARS 252.227-7017 list provides the
contractor the ability to use restrictive markings on
CDRL deliveries. Offerors should first scan the solicita-
tion for any CDRLs, carefully unpacking the CDRL
DIDs to understand the content of the requested delivery
to evaluate any proprietary information implicated. Of-
ferors then should assert appropriate restrictions at the
lowest practicable segregable portion of the software.®®
Notably, the DFARS advises against DoD challenges to
asserted restrictions prior to a competitive contract
award unless resolution of the assertion is essential for

successful completion of the procurement.®®

In an Agile solicitation, an agency’s high-level prod-
uct vision should not change. However, “Agile software
development expects and anticipates changing technical
requirements within the agency’s high-level vision or
need.”® Offerors can look to the product vision to help
understand the scope of the project and deliverables for
which assertions are required.

Due to the less prescriptive nature of an Agile solici-
tation technical requirement, “new information” after
award may cause a contractor to provide new assertions.
The solicitation may contain a broadly written CDRL
that the DoD in contract administration asserts applies
to newly developed code that no one envisioned at the
outset of the Agile project. Amending the Data Rights
Assertion List after award is limited to “new informa-
tion” or “inadvertent omissions” for NCS.® Depending
on the circumstances, it may be the case that this
unanticipated CDRL application or unanticipated scope
constitutes “new information” allowing the contractor
to provide new assertions on the Data Rights Assertions
List.®®

Also, important to an Agile development solicitation
is to obtain a meeting of the minds on delivery. The Data
Rights Assertion List only applies to data that is deliv-
ered under the contract. Therefore, the DoD may antici-
pate based on a Data Rights Assertion List that it is get-
ting unlimited rights in a sought-after source code, when
the contractor does not believe there is a delivery of the
source code under the contract. Contractors need to
understand the CDRL delivery terms under the solicita-
tion and to the extent it is unclear, should ask a question
during the solicitation’s question and answer period.

10

Agile Development Post-Award Tips

An offeror’s hard pre-award work to protect its pro-
prietary software can be thrown away due to a misstep
in contract performance. The following provides tips to
protect during
performance.

proprietary  software contract

Marking CDRL Deliverables And Non-CDRL
Deliverables

The importance of marking cannot be overstated
because the marking places the DoD on notice of its
license rights. Marking is important because failing to
do so can result in the loss of protection for that software.
The DFARS instructs that unmarked NCS and documen-
tation “delivered or otherwise provided under a contract
without restrictive markings shall be presumed to have
been delivered with unlimited rights and may be released
or disclosed without restriction.””® While the DFARS
provides an opportunity to retroactively mark the deliv-
erable within six months, the contractor must prove the
lack of marking was inadvertent and agree to relieve the
Government of liability for the unmarked software.”

First, the DFARS provides specific instructions for
the marking and placement of markings for delivered
software. The DFARS provides for use of prescribed
legends that match the license grant for the software.”
The DoD can reject a marking that is not in the format
required by the DFARS as nonconforming. The DFARS
markings also convey notice of the license grants. For
instance, a restricted rights legend requires any person
other than the Government to promptly notify the
contractor if it encounters the marking, whereas a
Government purpose rights legend contains no such
restriction. The DoD can reject a marking in the ap-
propriate format that does not match the license grant as
unjustified. The DoD uses the Data Rights Assertion List
for reviewing delivered markings. This is another rea-
son accurately completing the Data Rights Assertion
List is important for performance. Markings are not
limited to the DFARS legend, as the DFARS permits ap-
propriate copyright notices under 17 U.S.C.A. §§ 401-
402.7 Contractors should work to implement internal
controls and train relevant personnel so appropriate
markings are placed on CDRL deliverables.

Second, marking is equally important for software
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not delivered pursuant to the DFARS and distinguishing
from CDRL deliverables. For non-CDRL or DFARS
deliverables, a contractor is not required to use the
DFARS prescribed legends. In fact, a contractor should
not use the DFARS legends but rather the company’s
standard proprietary markings and a specific disclaimer
that the software is not delivered pursuant to the DFARS
or any other terms in the contract. Importantly, this
signals to the DoD that the software was not delivered
pursuant to the DFARS and further disclosure is limited
by the proprietary marking. Additionally, by protecting
commercial trade secrets through proprietary legends,
nondisclosure agreements (NDAs), the company can
obtain court injunctions against wrongful misappropria-
tion or use.” The proprietary marking on software is
critical even for software outside the DoD because the
DFARS clauses specify that information placed in the
public domain is unlimited rights material, per se
whether it occurs in a company’s Government business
or its commercial activities.” Since the software is not
delivered pursuant to the DFARS, the DFARS legend
format, marking placement, and license grant require-
ments are inapplicable but protecting the information
with company proprietary markings is just as important.

Notably, there are no DFARS legends for commercial
software. Therefore, even if the software delivery is
contemplated by the contract, the contractor is free to
use and should use a company proprietary marking.

Applicable to both DFARS and non-DFARS mark-
ing, especially in Agile, is marking every version of the
deliverable and the materials housing the deliverable
such as an external hard drive, thumb drive, or the
transmittal document.”® The source code may get sepa-
rated from the transmittal documents so the source code
needs to bear the marking as well.

Placing a marking on the software is not so straight-
forward for electronic delivery of source code. Contrac-
tors should insert the marking into the source code via a
comment. The marking should be on the first line and
potentially before every function. Using a marking via a
comment should be ignored by the compiler to not
infringe on functionality. Since object code is not hu-
man readable, the transmittal document should bear the
marking and the file name should begin with the mark-
ing to signal the restriction.
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Additionally, contractors should use a splash page to
display the marking. However, for any combat software
or combat simulators, the DFARS prohibits including
any software “instructions that interfere or delay the
operation of computer in order to display a restrictive
rights legend or other license statement at any time prior
to or during use of the computer software, or otherwise
cause such interference or delay.””” The combat weapon
software used to control the missiles, radars, and other
combat elements on an aircraft carrier would prohibit a
splash page unless prior written permission is obtained
from the contracting officer. Contractors can use a com-
ment to insert the applicable DFARS legend into the
source code itself without interfering or delaying the
operation of the software.

Use DFARS Clauses To Limit Exposure And
Use Of Delivered Data

In an Agile development environment, there may be
multiple developers, multiple integrators, users, and
contracted support services all working towards the
Government’s desired end state. There are a few areas
of fine print to the DFARS clauses that may arise in an
Agile development framework.

First, under the DFARS clauses the DoD can share
restricted rights deliverables with “covered Government
support contractors” (CGSCs).”® These are separate
contractors providing “independent and impartial advice
or technical assistance directly to the Government” to
support management and oversight of a program rather
than directly furnishing the end item or service.” This
could be a University Affiliated Research Center all the
way to an acquisition support contractor helping the
Government formulate its follow-on requirement. The
DoD is required to notify the contractor of the disclosure
to a CGSC.% However, this could be a good topic to
bring to the contracting officer’s attention at the start of
the award such as a post-award conference. Although
the CGSC should have DFARS 252.227-7025, “Limita-
tions on the Use or Disclosure of Government-Furnished
Information Marked With Restrictive Legends,” in their
contract, the clause requires the CGSC to “enter into a
non-disclosure agreement with the party whose name
appears on the legend, if required to do so by that
party.”® The clause purports to create a third-party ben-
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eficiary right in the party whose name appears on the re-
strictive legend; however, an ounce of prevention is
worth a pound of cure. Having the CGSC employees
who will handle another contractor’s proprietary infor-
mation sign an NDA, can impart the weightiness for
which those employees are about to partake.®?

Second, one of the many asserted reasons for the
Government to require delivery of NCS is to maintain
competition. In essence, the DoD would like to share
the software on future solicitations with competitors.
While there may be other restrictions on sharing the data
on a solicitation such as International Traffic in Arms
Regulations/Export Administration Regulations, if the
Government is sharing Government purpose rights data,
there should be an NDA to access the data. Often the
DoD relies on the inclusion of DFARS 252.227-7025,
however at the solicitation stage there is not a contract
with the offerors yet. Therefore, in accordance with
DFARS 252.227-7014(b)(2)(iii)(A), offerors should be
required to enter an NDA before accessing the data. The
reason is that if an offeror is not the awardee that offeror
should not be able to use the data further for its own
benefit and should be required to destroy the data under
the NDA because it is no longer being used for a Govern-
ment purpose. While easily overlooked, this is an
important step considering many competitors receive
access via a solicitation even if they ultimately do not
submit a winning offer. Contractors should maintain a
record of the data delivered to the DoD and at worst,
look on the DFARS 252.227-7017 to catalogue the
software delivered. By knowing which command has a
company’s data, while not dispositive, it can help track
down the contracting officer to remind them of their
obligation with respect to Government purpose rights
data.

Guidelines

These Guidelines are intended to assist you in under-
standing the application of the DFARS data rights
regulations to Agile software development. They are not,
however, a substitute for professional representation in
any specific situation.

1. Software is developed when a person skilled in the
art can reasonably expect the software to perform its
intended purpose. Development is likely to occur before

12

the software ever leaves the company and should be
analyzed at the lowest segregable portion. Document
development by describing the software, the funding
used, tests performed, and any commercial applications.

2. The DoD uses CDRLs to specify data delivery
requirements. Understand what software the solicitation
requires delivery of by examining the CDRL content
requirements described in the DID. The DID number in
Block 4 of the CDRL should be used to retrieve the full
DID content at https://quicksearch.dla.mil/qsSearch.a

SDX.

3. A data rights assertion list requires contractors to
propose restrictions on the DoD’s use of data that will
be delivered. Offerors and their subcontractors should
review the CDRLs and DIDs to understand the content
of the required deliverables to make applicable restric-
tions with the submission of their offer.

4. When using a contractor repository, consider
negotiating an access agreement that limits the need for
CDRL deliverables and increases collaboration. The ac-
cess agreement can define what data the DoD can ac-
cess, how the DoD can access the data, the DoD’s
license in the data, how long the DoD can access the
data, destruction/return of the data, delivery status under
the contract, and a marking for access data that is differ-
ent than the DFARS legends.

5. Negotiate an Agile license agreement that also
limits the need for formal CDRL deliverables. The Ag-
ile license agreement can specify the same limits on the
DoD’s use of accessed data but when a contractor data
repository is not used.

6. Maximize collaborative efforts such as redlining
draft solicitations to limit unnecessary CDRLs, clarify
uncertain terms, and propose changes based on industry
best practices. Remove ambiguities through participa-
tion in Q&As

7. For software the DoD encounters outside of a
CDRL, mark with company restrictive legends, specify
the data is not delivered under the DFARS/contract, and
do not use a DFARS legend. Under the DFARS, un-
marked data is presumed to have been delivered with
unlimited rights and may be released or disclosed
without restriction.
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8. Place markings on software in multiple ways. Use
comments to insert markings that will not interfere with
compiled code. Program a splash screen for non-combat
software.

9. Contact the DoD to understand any CGSCs that
receive access to proprietary data. Once the CGSCs are
identified, execute an NDA with them.

10. For any Government purpose rights data delivered
to the DoD, monitor solicitations to ensure the DoD is
making offerors execute the DFARS 252.227-
7014(b)(2)(iii)(A) NDAs.
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